
 

 

 

 

 

 

 

EXHIBIT 1 



Imagine360 is providing this notice on behalf of itself and its applicable business associates and 
data owners.  This notice may be supplemented with any new significant facts learned subsequent 
to its submission.  By providing this notice, Imagine360, LLC (“Imagine360”) does not waive any 
rights or defenses regarding the applicability of Maine law, the applicability of the Maine data 
event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On or around January 30, 2023, Imagine360 identified unusual activity within a third-party file 
sharing platform, Citrix, used by Imagine360 to securely exchange files related to self-insured 
health plans.  In response, Imagine360 terminated access to the platform, reset passwords, and 
confirmed the security of its environment since the platform is externally hosted outside of the 
Imagine360 environment.  In conjunction with these efforts, Imagine360 promptly launched an 
investigation to determine the full nature and scope of the activity.  During the course of this 
investigation, on or around February 3, 2023, Fortra, a third-party vendor who owns and manages 
another third-party file sharing platform used by Imagine360, GoAnywhere, notified Imagine360 
of a data security incident involving this platform.  

According to Fortra, an unauthorized actor copied data maintained in this platform belonging to 
multiple organizations, including Imagine360.  In response, Imagine360 worked with Fortra to 
gather more information regarding the full nature and scope of this incident, since the platform is 
also externally hosted outside of the Imagine360 environment.  In addition to this, Imagine360 
decided to conduct its own internal investigation into the incident to confirm the full scope of the 
incidents.  Through its investigation of both incidents, Imagine360 learned files were copied from 
both platforms between January 28 and January 30, 2023. 

Imagine360 subsequently confirmed the scope of files copied from both platforms and then worked 
to understand what information was present in the files and to whom it related, which involved a 
time intensive and detailed review.  On or around June 1, 2023, Imagine360 determined that the 
information present in the relevant files included information associated with the health insurance 
claims Imagine360 processes for individual plan members on behalf of other organizations.  

The information identified in the impacted files included name and Social Security Number. 

After identifying the involved organizations and third-party administrators whose plan and plan 
members were impacted, Imagine360 provided them notice of the facts described above beginning 
June 5, 2023.  Included in this notice was an offer to notify impacted individuals.   

Notice to Maine Residents 

On or about June 30, 2023, Imagine360 began providing written notice of this incident to two 
hundred forty-nine (249) impacted plan members residing in Maine.  Written notice is being 
provided in substantially the same form as the letter attached here as Exhibit A.  Notice is also 
being posted to Imagine360’s website and being provided to statewide media.   



Other Steps Taken and To Be Taken 

Upon discovering the incidents, Imagine360 moved quickly to investigate and respond to the 
incidents, assess the security of Imagine360 systems, and identify potentially affected individuals.  
Further, Imagine360 notified federal law enforcement and applicable state insurance authorities 
regarding the incidents. Imagine360 also suspended use of the GoAnywhere platform and 
implemented additional safeguards after reviewing its existing policies, processes, and security 
measures. 

Imagine360 is providing access to credit monitoring services through IDX to individuals, whose 
personal information was potentially affected by these incidents, at no cost to these individuals. 

Additionally, Imagine360 is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud.  Imagine360 is providing individuals with information on how to 
place a fraud alert and security freeze on one’s credit file, the contact details for the national 
consumer reporting agencies, information on how to obtain a free credit report, a reminder to 
remain vigilant for incidents of fraud and identity theft by reviewing account statements, and 
explanation of benefits along with monitoring free credit reports, and encouragement to contact 
the Federal Trade Commission, their state Attorney General, and law enforcement to report 
attempted or actual identity theft and fraud. 

Imagine360 is providing written notice of this incident to relevant state regulators, as necessary, 
and to the three major credit reporting agencies, Equifax, Experian, and TransUnion. Imagine360 
is also notifying the U.S. Department of Health and Human Services and prominent media 
pursuant to the Health Insurance Portability and Accountability Act (HIPAA). 


